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The combination of Outlook and Exchange combination offer many features. This can be both a 

benefit and a problem. The challenge to Systems Administrators is to understand these choices 

and to make decisions that provide the best end user experience based on how they use Outlook. 

 

ITCS has some basic recommendations for the most common scenarios. The first part of this 

document will list these recommendations. The second part will go into details about configuring 

these options. 

 

Before Creating an Exchange Mailbox for a User 
 

 Internal Mail Delivery 
Understand that any email sent from another Exchange user will only be sent to their 

Exchange mailbox? The user must plan on using their Exchange account regularly. 

 

 Windows AD Password 
Have the user set their Windows AD password and understand that this password needs 

to be used with their Exchange account. 

 

Your password can be set from the following web page: 

https://accounts.www.umich.edu/kpasswd/ . Authenticate with your U-M Kerberos 

password and then click on the Windows Active Directory tab. Windows AD password 

requirements are stricter than U-M Kerberos. 

 

 Install Outlook 2003 

 

We recommend that you at least install Outlook 2003, but not configure it, before 

requesting an Exchange account so that users don’t miss any mail. The user can always 

use Outlook Web access by going to https://exchange.umich.edu to read their mail before 

Outlook is configured. (see minimum and recommended requirements in each section 

below) 

 

IMPORTANT: Immediately after their mailbox is created: 

 

 UMOD Forwarding address 

 

Change the user’s UMOD forwarding address to uniqname@adsroot.itcs.umich.edu. The 

timing of this is critical. If it is done before the mailbox is created, mail will bounce. If it 

is done too late, mail will be missed in Exchange. 

 

Department Admins can request from ITCS to get UMOD rights to view or change email 

addresses. See ITCS document R1452, "Online Directory Access Policies and 

Agreement".  http://www.itd.umich.edu/itcsdocs/r1452/ 

 

https://accounts.www.umich.edu/kpasswd/
https://exchange.umich.edu/
mailto:uniqname@adsroot.itcs.umich.edu
http://www.itd.umich.edu/itcsdocs/r1452/
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Outlook Key Options to Consider 

 

 Regular TCP/IP connection versus RPC/HTTP or VPN 
 

Outlook uses TCP/IP ports that are not available off campus. If using Outlook from off 

campus it can be configured to use the RPC/HTTPS protocol or you can set up a VPN 

connection for the computer. (see the detailed setup information in the next section) 

 

 Cached Mode 
 

Cached Mode keeps an automatically synchronized offline copy of your mailbox. This is 

useful for laptop users that may want to work offline. It can cause confusion for less 

technical users. (See Appendix A for more detailed information.) 

 

 

 Brightmail Spam Filtering 
 

Brighmail is very successful at blocking spam and letting through legitimate mail. 

Brightmail works by tagging mail headers of spam. You need to create a simple Outlook 

rule to process the spam. (See Appendix B for more detailed information) 

 

 Quotas 
 

Mailbox quotas are set at 500MB for Basic mailboxes with extended quotas of 1GB or 

2GB also available.  Users will get an email warning when are 50MB from reaching their 

quota. When their mailbox reaches the quota, they will still be able to receive mail, but 

they will not be able to send mail.  

 

 Personal Folders 
 

Personal Folders (offline files) can be created on the local hard drive to manually move 

mail off the server to a local file to save space on the server. It is optional whether or not 

you do this for your users. Heavy mail users will like this. Less technical mail users may 

become confused.  

 

Users will not be able to access mail in personal folders from another computer or from 

the web. 

 

If you have multiple computers, we recommend that you only set personal folders on 

only one to reduce confusion about where your offline mail is. 

 

If you use personal folders, we recommend you use the default name and location of the 

Personal folder file, C:\Documents and Settings\username\Local Settings\Application 

Data\Microsoft\Outlook\outlook.pst.  
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If you create personal folders, be sure to have some way to back them up. 
 

 Archiving  
 

Archiving is similar to Personal Folders. Archiving can be configured to manually move 

mail from all or certain folders that is older than a certain data. Individual folders can be 

set separately. Heavy mail users will like this. Less technical mail users may become 

confused. 

 

A local file is created on the user’s hard drive. Archiving can be configured to use the 

same offline Personal Folder as above, but this is not the default. The default name for 

the archive file is archive.pst and is in the same location as the Personal Folder. 

 

Settings for the amount of mail to keep vary from user to user. We have found that most 

users want to retain at least 6 months worth of mail. 

 

 Auto Archive 
 

Auto Archive is turned ON by default and will pop up for new users within a few weeks 

of installing Outlook. Auto Archive will periodically move mail older than a certain date 

to the Archive offline file. 

 

We recommend that you turn off AutoArchiving until you are ready to tackle archiving in 

general. Go to Tools->Options->Other, click on AutoArchive and Clear the Run 

AutoArchive every n days check box. 

 

 Multiple Outlook profiles 
 

Outlook has the ability to configure multiple profiles for the same or different mailboxes 

on the same computer. This provides a lot of flexibility and a source of confusion. In 

general, we recommend that each user only have a single profile that is set to run as the 

default profile. 

 

Outlook Configuration Recommendations 

 

There are three basic end user situations to consider. The more important options boil down to 

the type of network connection you have. 

 

 Desktop that is always on campus with a solid network connection 

 

 Laptop that is on and off campus with good network connections most of the time, but 

sometimes prefers to work offline. 
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 Desktop at home with varying types of network connections. 

 

Desktop on campus 

 

 Regular TCP/IP connection 

 

 Cached Mode - Off 

 

 Brightmail Spam Filtering - On (Create a rule) 

 

 Personal Folders – Optional: a good idea for controlling mailbox size if this is your 

primary computer. 

 

 Archiving - Optional 

 

 AutoArchiving - Off 

 

 

Laptop anywhere 

 

 RPC/HTTPS connection (unless using a VPN connection) 

 

 Cached Mode - On 

 

 Brightmail Spam Filtering - On 

 

 Personal Folders – Optional: a good idea for controlling mailbox size if this is your 

primary computer. 

 

 Archiving - Optional 

 

 AutoArchiving - Off 

 

Desktop off Campus 

 

 RPC/HTTPS connection (unless your department already uses VPNs) 

 

 Cached Mode – Optional: See Appendix A for more info on cached mode. 

 

 Brightmail Spam Filtering - On  

 

 Personal Folders - Off 
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 Archiving - Off 

 

 AutoArchiving  - Off 

 

 

Web Client 

 

The Outlook Web Access client can be used in any of the above situations. The advantage is that 

it requires no configuration and can be used on any computer with a web browser and an Internet 

connection. Computers with Windows and IE5 or above will enjoy an enhanced version of the 

web client. To access the web client, go to: 

 

https://exchange.umich.edu 

 

 

https://exchange.umich.edu/
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Regular TCP/IP Outlook 2003 configuration for on campus (or VPN use) 

 

 
Outlook 2003 in MAPI mode, the preferred proprietary connection to Exchange, requires access 

to many ports that may not be available to off campus users. This regular Outlook configuration 

will work if you are connecting Outlook for use on IP subnets 141.211.0.0 through 141.216.0.0. 

 

To configure Outlook 2003 for a regular on campus connection, you will need to have the 

following: 

 

Minimum Requirements: 
 

 Microsoft Windows 2000 Service Pack 3 (SP3) or a later version 

 

 Microsoft Outlook 2003 

 

Note: Outlook 2000 SP3 is the minimum version of Outlook that can connect to 

Exchange, but it is not recommended 

 

Recommended Configuration: 

 

 Microsoft Windows XP Service Pack 2 (SP2) or later 

 

 Microsoft Outlook 2003 Service Pack 1 (SP1) 

 

 

1. Open the Control Panel (Start > Settings > Control Panel) and open the Mail item. 

 

2. You should make sure your setup looks the same as the following screenshots.  Please 

replace uniqname with your U-M uniqname. 

 

3. Create a new or modify an existing mail profile and open E-mail Accounts. Then add a 

new email account. 
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4. Select Microsoft Exchange Server: 

 

 
 

5. For the Microsoft Exchange Server please enter setup-exchange.umich.edu and then 

for the User Name enter your uniqname. 

 

Note: For the initial configuration and troubleshooting, we highly suggest you uncheck 

the Use Cached Exchange Mode checkbox. You can edit the profile later to add cached 

mode if you want. See further information in the appendix about Cached Mode. 
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6. Click Check Name.  

 

You may be prompted to authenticate. Use umroot\uniqname for the username and your 

“Windows Active Directory” password.  

 

Note1: You will be prompted for credentials when editing Outlook profiles in the future. 

The only time you are required to authenticate is while doing Check Name. At other 

times you can usually safely click Cancel. This is handy if the user is not available.  

 

Note 2: If you are setting up an Outlook profile for the first time, you can choose to skip 

the Check Name step if the user is not available. As long as you typed in all the info 

correctly, the Check Name will happen automatically when the user logs onto Outlook. 
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7.  If your uniqname is not unique enough, you will be prompted to select the proper 

account name. This will be listed as the Windows “Display Name”. To find the 

associated uniqname, highlight a username, click Properties, and scroll to the end of the 

E-mail address field. 

 

Note: If you chose to not select Check Name during the setup process, the user may get 

this dialog box as they log onto Outlook. 

 

             
 

8. If everything has been done correctly, the dialog box will show the Exchange server and 

user name underlined. This is your indication that everything has been configured 

correctly.  

 

Note: The Exchange server setting will change from “exchange.umich.edu” to the actual 

Exchange server where your mail resides. This setting should be left alone. 

 



Outlook 2003 Configuration for System Administrators 

Page 10 of 27 Outlook2003Config.doc Revised 5/27/2008 

 Exchange Technical Library  

 http://www.umich.edu/~lannos/exchange/etl.html 

 

 

 
 

9. Click Next and Finish. 

 

If you have created multiple profiles, you can choose between prompting for a profile and 

always using the same profile. 

 

10. You’re done! Start Outlook and log on with umroot\uniqname and your Windows AD. 

(See section 6 above for screenshot)
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RPC over HTTPS Outlook 2003 setup for off campus use 

 
 

 

A standard Outlook configuration will not work from off-campus. Off-campus is considered any 

subnets other than 141.211.0.0 – 141.216.0.0. A problem with the Exchange protocol is it runs 

on the same ports as Windows files sharing (SMB), and many Internet service providers (ISPs) 

block these ports. 

 

Outlook 2003 can be configured to tunnel all of its traffic through HTTPS. This tunneling is 

called RPC (remote procedure call) over HTTPS.  This document is a step-by-step setup on how 

to get Outlook configured to use this. 

 

To configure Outlook 2003 to use RPC over HTTPS, you will need to have the following: 

 

 

Minimum Requirements: 
 

 Microsoft Windows XP Service Pack 1 (SP1) with Microsoft Knowledge Base article 

331320 updates installed or a later Service Pack. 

 

This update is available from http://support.microsoft.com  

 

or directly (link might change): 

 

http://support.microsoft.com/default.aspx?scid=kb;en-us;331320 
 

 Microsoft Outlook 2003 

 

 

Recommended Configuration: 

 

 Microsoft Windows XP Service Pack 2 (SP2) or later 

 

 Microsoft Outlook 2003 Service Pack 1 (SP1) 

 

Important Note: It is much easier to configure a computer for RPC over HTTPS while the 

computer is on campus. This documentation covers both cases. Follow the directions very 

carefully. 

 

 

 

1. Open the Control Panel (Start > Settings > Control Panel) and open the Mail item. 

 

http://support.microsoft.com/
http://support.microsoft.com/default.aspx?scid=kb;en-us;331320
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2. You should make sure your setup looks the same as the following screenshots.  Please 

replace uniqname with your U-M uniqname. 

 

3. Create a new or modify an existing mail profile and open E-mail Accounts. Then add a 

new email account. 

 

 
 

 

4. Select Microsoft Exchange Server: 

 

 
 

5. For the Microsoft Exchange Server please enter setup-exchange.umich.edu and then 

for the User Name enter your uniqname. 
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Leave the Use Cached Exchange Mode checked. 

 

Note: For the initial configuration and troubleshooting, you may want to uncheck the Use 

Cached Exchange Mode checkbox, especially if the user has a large mailbox that needs 

to be synchronized. Cached Mode is highly recommended for laptops using RPC/HTTPS. 

See further information in the Appendix A below about Cached Mode. 

 

 
 

Important Note: If the computer you are configuring is off campus during the 

configuration, you must use a different address for the Microsoft Exchange Server:  

ITCS-ECLS-1-VS1.adsroot.itcs.umich.edu  
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Do not click Check Name. 

 

 

6. Click More Settingsé 
 

If you are prompted to authenticate, choose Cancel. You may get an hourglass and have 

to wait several minutes before the More Settings dialog box comes up. It might give an 

error about not being connected, simply click OK.  This is normal. 

 

7. Select the Connection tab and check Connect to my Exchange Mailbox using HTTP. 

 

Note: If this setting does not appear on this tab, your Outlook client has not met one of 

the prerequisites at the beginning of this document. 
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8. Click on Exchange Proxy Settings and enter exchange.umich.edu for the URL. Make 

sure that both On fast networks and On slow networks are checked. Finally, for the 

Proxy authentication settings, make sure that Basic is selected. Click OK twice to 

return to the Exchange Server Settings dialog box 
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Note: It is very important to check both fast and slow network checkboxes. If you don’t 

you will experience very long logon times. 

 

 

9. Now click Check Name 

 

 
 

 

10. You may be prompted to authenticate. Use umroot\uniqname for the username and your 

“Windows Active Directory” password.  

 

Note1: You will be prompted for credentials when editing Outlook profiles in the future. 

The only time you are required to authenticate is while doing Check Name. At other 

times you can usually safely click Cancel. This is handy if the user is not available.  

 

Note 2: If you are setting up an Outlook profile for the first time, you can choose to skip 

the Check Name step if the user is not available. As long as you typed in all the info 

correctly, the Check Name will happen automatically when the user logs onto Outlook. 
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11.  If your uniqname is not unique enough, you will be prompted to select the proper 

account name. This will be listed as the Windows “Display Name”. To find the 

associated uniqname, highlight a username, click Properties, and scroll to the end of the 

E-mail address field. 

 

Note: If you chose to not select Check Name during the setup process, the user may get 

this dialog box as they log onto Outlook. 

 

 

            
 

 

 

12. If everything has been done correctly, the dialog box will show the Exchange server and 

user name underlined. This is your indication that everything has been configured 

correctly.  

 

Note: The Exchange server setting will change from “exchange.umich.edu” to the actual 

Exchange server where your mail resides. This setting should be left alone. 
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13. Click Next and Finish. 

 

If you have created multiple profiles, you can choose between prompting for a profile and 

always using the same profile. 

 

14. You’re done! Start Outlook and log on with umroot\uniqname and your Windows AD 

password. (See section 10 above for screenshot) 

 

15. Checking your connection: 

 

You should check to make sure you are actually connected using HTTPS. If you make a 

mistake while configuring a computer while in the office, it may revert back to a regular 

connection and then not work when the computer is off campus. 

 

To check the connection type, hold down the Control Key and click the Outlook icon in 

the System Tray (not in the bottom right corner of Outlook). Then click Connection 

Status é 
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The Conn type should be HTTPS. If it is TCP/IP, you have done something incorrect. 

Please note that when using an RPC over HTTPS type connection while on campus, it 

may eventually revert to a TCP/IP connection. This is OK. It will always try RPC over 

HTTPS first when you reconnect. 
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Appendix A: Cached Exchange Mode 

 
Cached mode is new to Outlook 2003. Cached Mode is enabled on any Outlook profile by just 

clicking the Use Cached Exchange Mode checkbox. 

 

 
 

There are many pros and cons to using Cached Exchange Mode. The best tactic is to understand 

these and then decide for your self in which situations it makes the most sense. 

 

When Outlook is configured for cached mode, it will synchronize your entire Exchange mailbox 

with a local folder on your computer. Any mail that you read will be read from the local folder 

and not the server. Outlook automatically manages the synchronization. 

 

Pros 

 

 Cached mode allows you to work while not connected to a network. You can read all 

your previous mail including anything you have moved to folders. If you reply to any 

mail, it will be sent the next time you are connected to a network. 

 

 Because you are reading mail from a local cache, performance tends to be a little better 

and you can whether a blip in connectivity without noticing. Microsoft highly 

recommends using cached mode when configuring a computer for RPC over HTTPS. 

Again, your mileage may vary. 
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 Provides a local backup of your mailbox. 

 

 Better performance over slow connections, once the mailbox is synchronized. Could be 

useful for dial-up connections. 

 

Cons 

 

 If you haven’t read your e-mail for more than a few days (such as during vacation), 

synchronization can delay the time you’re able to start working. 

 

 For large mailboxes, initial synchronization can take up to an hour or more. 

 

 Caches the Global Address List, which could lead to bounced mail when sending to 

new Exchange users. See below. 

 

 

 

Cached Exchange Mode, the GAL and bounced messages 

 

Cached mode also caches the Global address list (GAL). As new UM users are switched from 

being mail-enabled, that is that their uniqname just appears in the GAL, to having full Exchange 

mailboxes, using an old GAL to send them messages may result in bouncing messages. The 

GAL can be updated in Outlook on a one time basis or automatically. 

1. To update the GAL one time, click on Tools>Send/Receive and then Download 

Address Book é and click OK 
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2. You can also configure Outlook to download a new Address Book (GAL) periodically. 

The Address Book has over 250,000 addresses, so there are bandwidth considerations, 

but it will only download the newest changes. 

 

3. Click on Tools>Send/Receive>Send/Receive Settings/Define Send/Receive Groups. 

 

In this screenshot, we have configured to Send/Receive every 60 minutes while online 

and when exiting. Your mileage may vary. 

 

 

 

                     
 

 

4. Click on Edité Check the box for Download offline address book. You can uncheck 

the boxes for Send and Receive mail items. 
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For more information on how Cached Exchange Mode works in a Microsoft Exchange 

Server 2003 environment, please see MS Knowledge Base article 870926 at 

http://support.microsoft.com/default.aspx?scid=kb;en-us;870926. 
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Appendix B: Brightmail Spam Protection 

 
The Brightmail spam detection system is used to filter unsolicited email within the Exchange 

organization. Brightmail scans all email sent from outside of the university; in other words, 

messages from addresses that do not contain “umich.edu”. A message is scanned before it 

reaches a user’s inbox, and is tagged as spam if it matches the Brightmail anti-spam filters. The 

Brightmail service is extremely accurate, with a false positive identification of .0001%.   

 
To configure Microsoft Outlook to use the Brightmail service, simply configure a rule that looks 

for this string in the header of your messages:  X-Spam-Flag: YES   
 
 
Configuring Outlook 2003 

 
1. Make sure the Inbox is active.  You can do this by clicking the Inbox icon.   

2. From the Menu Bar, select Tools > Rules and Alerts and click the New Rule button.   

 

 
 

3. Make sure the Start creating a rule from template radio button is selected.   

4. Select Move messages with specific words in the subject to a folder.   
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5. Clear the check box with specific words in the subject.   

6. Select the check box with specific words in the message header.   

 

 
 
 

7. Edit the rule description box, click specific words.   

8. In the Search Text dialog box, enter the spam tag: X-Spam-Flag: YES.  Note the space 

between the “colon” and the “Y” in the spam tag.   

9. Click the Add button and click OK to return to the Rule Wizard dialog box.   
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10. Edit the rule description box, click specified to select the folder to move the messages 

into.   

11. Choose a folder and then click OK.  Usually the Junk E-mail folder is chosen as the 

destination for spam messages.   

 

 
 

12. Click Finish and then OK.                          

13. Your completed rule should look like this:   
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14.  If you have more than one rule, use the arrows next to the “Run Rules Now..” button to 
move the spam rule to the top. 

 
 
 

 
 
 
 
 
 

 

 

 


