iIPhones/Touches with Exchange

Setup

1. On your home screen, click the 2. SelectMail, Contacts, Calendars
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5. Enter your email address, username (umioaigname), and password. The

Description field will autofill wth your email address. To change it, click on th

field and enter your preference.

iPod = 8:54 AM =

8:57 AM =

Exchange

\‘ Email ; ny \

‘Username Domain\Use l

‘Password Required ‘

\ Description /1y Cxchar nt ‘

6. When you receive this error

message, clickccept We are
working with Microsoft regarding
this to avoid teaching users to
accept invalid certificates.

Unable to Verify Certificate

While automatically discovering
i| account settings, the certificate from

“umich.edu” could not be verified.

P ——)
Accept Cancel

’ Username umroot\brywilk ‘

l Password eeesececece ‘
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return

Verify the summary of the information yot
provided, then clicNext.

iPod = 8:57 AM =

Cancel Exchange
l Email brywilk@umich.edu “
l Server exchange.umich.edu \

‘ Username umroof\brywilk ‘

’ Password eeeeesescee ‘

’ Description Exchange ‘
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Choose the items you want to synchroniz You will receive a Security screen. Our
then clickSave policy is that when you use your Active

iPod = Directory password, your device must
have passcode.

8:57 AM =

Cancel Exchange

wan o
Contacts m\ 1
Calendars m‘ ‘

New Passcode Required

The account “Exchange” will start
receiving new data again when a
new Passcode has been set.

Press Continue to change your
Passcode now.

()

Close Continue

Enter your passcode, then clidiext.

. Confirm your passcode, then cliblext.
iPod & 8:58 AM =

iPod & 8:58 AM =

Comeet, PG oRPacScode “cancel | Set Passcode

Enter 4 or more numbers. Re-enter the passcode

Page3 of 8

1]2]3]4[s]e|7]8]o]o]

2488000008

~Haana«

return

1]2]3]4]5]6]7]8]0]0
Suaannoooae
~HaanmE s

iphonev2.doc
Exchange Technical Library

Revised8/27/2008

http://www.umich.edu/~lannos/exchange/etl.html



iIPhones/Touches with Exchange

From your home screen, seldtail to access

your Exchange-enail.
iPod = 8:52 AM
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Using the Global Address Book from your device

1. Click on Contacts

-l AT&T = 12:49 PM (=}
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2. Click on Groups
AllATST 2 12:49 PM =

3. Select the name you gave your Exchange mailbox under Directories
.l ATET = 12:49 PM =3

Exchange (Exchange ActiveSync)
' All Contacts > |
Directories

- Exchange >

4. Type in the name of the person you. are looking for and select Search
all ATRT 2 12:49 PM =)

' Groups
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5. You can now select the person from the list

-l ATET = 12:50 PM =P

< 2 Wilkerson

Ariel Wilkerson >
Bradley Wilkerson >
Brian Wilkerson >
Bryan Wilkerson >
Dylan Wilkerson >
Eric Wilkerson >
James Wilkerson >
Jennifer Wilkerson >

[ OV ¥ ¥ H | gy -

Security Settings

Device Lockout
The default timeouis 15 minutes and you can set the maximum time to be 4 hours

Setting a PIN
Your PIN must be at least 4 characters and does not have to be your UMROOQOT password
Entering your PIN incorrectly
After 6" attempt you must wait 1 minute
After 7" attempt you mst wait 5 minutes
After 8" attempt it prompts you to connect your phone to itunes
Device Wipe
** A Device can be wiped two ways. Remotely by the user (shown below), or from the
server**
Remotely Wiping your Device
1. Log in to Web Access (exchange.umidu)eand select the option button on
the top right of the screen

[ Address Book E_:J Options (7] Log Off

2. Select Mobile Devices on the left pane
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3. You will now see your current mobile devices that are syncing with Exchange

Manage your mobile devices here.

You can remove devices that you are no longer using. If you forget your device password, you can access it here. If you lose your phone or mobile device, you can initiate a remote device
wipe to protect your information.

To add a new device, begin a partnership with Microsoft Exchange from the device and it will appear in the list below.

Remove Device from List.. | Wipe All Data from Device...
Device Last Sync Time  — Status
© iPhone Tue 7/15/2008 7:00 PM oK
First Sync on: Thu 7/10/2008 3:48 PM
Device ID: ApplBBE13GKWOKH
User Agent: Apple-iPhone/501.347
© iPod Tue 7/15/2008 5:01 PM oK

First Sync on: Tue 7/15/2008 8:57 AM
Device ID: Appl1A7IBBWEWAN

User Agent: Apple-iPod/501.347

4. Select the device and push the Wipe All Data from Devicerbutt

Remowe Device from List... | Wipe All Data from Device...

Device Last Sync Time - Status
® iPhone Tue 7/15/2008 7:00 PM oK

First Sync on: Thu 7/10/2008 3:48 PM
Device ID: ApplEBE13GKWOKH
User Agent: Apple-iPhone/501.347

5. You will then get a confirmation message asking if you really want to wipe the

devce
6. The status of the device will now change to Pending Wipe.

7. You will receive a confirmation of the wipe through email. The confirmation
email be fromyouMt WK D VXEMHFW RI 35HPRWH '"HYLFH :LSH &R
body will contain the following information

The remote device wipe has completed successfully.

The remote device wipe you initiated from the Mobile Dev ices Options page on 7/15/2008
7:18:30 PM is complete.

Device type: iPhone
Device ID: Appl88813GKWOKH

Note: To sync with Microsoft Exchange, you must remove this device from the list in the Mobile
Options page.

Otherwise, for security purposes, your device will continue to clear data if you try to sync
again.

Sent by Microsoft Exchange Server 2007
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