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Setup 

 

1. On your home screen, click the 

Settings icon. 

 
 

2. Select Mail, Contacts, Calendars. 

 
 

3. Select Add Account. 

 

4. Select Microsoft Exchange. 
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5. Enter your e-mail address, username (umroot\uniqname), and password. The 

Description field will autofill with your email address. To change it, click on the 

field and enter your preference. 

      
 

6. When you receive this error 

message, click Accept.  We are 

working with Microsoft regarding 

this to avoid teaching users to 

accept invalid certificates. 

 
 

7. Verify the summary of the information you 

provided, then click Next. 
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8. Choose the items you want to synchronize, 

then click Save. 

 
 

9. You will receive a Security screen. Our 

policy is that when you use your Active 

Directory password, your device must 

have passcode. 

 
 

10. Enter your passcode, then click Next. 

 

11. Confirm your passcode, then click Next. 
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12. From your home screen, select Mail  to access 

your Exchange e-mail. 

 
 

 

 

Using the Global Address Book from your device 
1. Click on Contacts 
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2. Click on Groups 

 
3. Select the name you gave your Exchange mailbox under Directories 

 
4. Type in the name of the person you are looking for and select Search 
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5. You can now select the person from the list 

 
 

Security Settings 

Device Lockout 

The default timeout is 15 minutes and you can set the maximum time to be 4 hours 

 

Setting a PIN 

Your PIN must be at least 4 characters and does not have to be your UMROOT password 

Entering your PIN incorrectly  

After 6
th
 attempt you must wait 1 minute 

After 7
th
 attempt you must wait 5 minutes 

After 8
th
 attempt it prompts you to connect your phone to itunes 

Device Wipe 

** A Device can be wiped two ways.  Remotely by the user (shown below), or from the 

server** 

Remotely Wiping your Device 

1. Log in to Web Access (exchange.umich.edu) and select the option button on 

the top right of the screen 

 
2.  Select Mobile Devices on the left pane 
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3.  You will now see your current mobile devices that are syncing with Exchange 

 
4.  Select the device and push the Wipe All Data from Device button 

 
5. You will then get a confirmation message asking if you really want to wipe the 

devce 

6.  The status of the device will now change to Pending Wipe. 

 
7. You will receive a confirmation of the wipe through email.  The confirmation 

email be from you w�L�W�K���D���V�X�E�M�H�F�W���R�I���³�5�H�P�R�W�H���'�H�Y�L�F�H���:�L�S�H���&�R�Q�I�L�U�P�D�W�L�R�Q�´�����W�K�H��
body will contain the following information 

The remote device wipe has completed successfully.  
 
 
 
The remote device wipe you initiated from the Mobile Dev ices Options page on 7/15/2008 
7:18:30 PM is complete.  
 
Device type: iPhone  
Device ID: Appl88813GKW0KH 
 
Note: To sync with Microsoft Exchange, you must remove this device from the list in the Mobile 
Options page.  
 
Otherwise, for security purposes, your device will continue to clear data if you try to sync 
again.  
  

 
 
Sent by Microsoft Exchange Server 2007 
 


