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What Is the Michigan Way?

.19 Schools and Colleges with the same football team|
- Administrators want control over their own IT resource

- We are smarter than everyone else so we should do if
differently.

. 8"layer of the OSI madlEblitics.
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What o0s 1 n a N

- What is the DNS name of the Active Directory Forest?
- adsroot.itcs.umich.edu

- Why?

. 8hlayer of the OSI madlEblitics.

- Why not umich.edu?

- Already an MIT Kerberos realm with that name.

- Why not ad.umich.edu?

. No services allowed at DN fealitics.
This decision has since been reversed.

- What is the NetBIOS name of the Forest?
- UMROOT
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UMROQOT Forest Design

UMICH.EDU

UMROOT

adsroot.itcs.umich.edu

ad.engin.umich.edu

ads.itcs.umich.edu

HOUSING BUS

housing.adsroot.itcs.umich.dda.adsroot.itcs.umich.edu bus.ads.itcs.umich.edu
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* Active Directory Users and Computers

Active Directory Users and Computers
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4 A
People OU

AReal time and daily feed
from UMOD to People
Ou.

AUMOD feed includes all
U-M Faculty, Staff, People OU
Students, Alumni, etc.

AOnly ITCS Admins can
administer People OU. This
limits the usefulness of
these accounts. UMROOT

adsroot.itcs.umich.edu

- /
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AUnignamas both UMROOT
and UMICH.EDU Kerberos.

AUser can log on to UMROOT
workstation with UMICH.EDU
Kerberosredentials instedd
UMROOTcredentials.

AUser receives Kerberos tickets
to bothHUMROOTand

kUI\/IICH.EDU(erberosealm.

\
Passthru Authentication
unigname
AOne way trust between
UMROOT and UMICH.ED - UMICH.EDU
Kerberos Realm. Kerberos

300K user

People OU

unigname

UMROOT
adsroot.itcs.umich.edu




e ™
Passthru Authentication

o unigname
AThis is used mostly for
CampusComputfsiges - UMICH.EDU
logonshut somether Kerberos
units are using Iit. 300K user
ARequires special registry People OU

key to be set on domain

e _ unigname
joined workstations

UMROOT

adsroot.itcs.umich.edu
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Organizations OU

AEach department/unit has
their own fully delegated
Organizations OU.

AANy type of object can be
created, users, groups,
computers, etc.

ANaming convention requires a Organizations

department prefix, i.e. dept OUDeptl
userl, degtomputerl, etc. Dept2
AUnignamesannot be used UMROOT
without department prefix, adsroot.itcs.umich.edu

deptunigname

- /




e
AEach department/unit has their ~ Accounts OU

Accounts OU at the same level as
the Organizations OU with the
same department structure.

AUnigname users can be moved
from the People OU to their
departmental/unit Accounts OU
where they can be administered by
department.

Accounts OU
AMoves done by department/unit Deptl
using a web application called Dept2

OWi ndows Cent r/al

https://Jumwinca.adsroot.itcs.ufm
ch.edu UMROOT

adsroot.itcs.umich.edu

- /



https://umwinca.adsroot.itcs.umich.edu/
https://umwinca.adsroot.itcs.umich.edu/

4 N
Accounts OU
Mermissions in Accounts OU are
less than the full permissions
granted in the Organizations OU.
Cannot disable accounts, change
logon names, restrict workstation
or hours, etc.

AOwnership efnignamaccounts
IS determined by Affiliation data
from UMOD. Accounts OU

Deptl

Dept2

Affiliation:
Alumni
[TCS-Info Tech Central Srvs - Faculty and Staff
Info Tech Central Services - Faculty and Staff

UMROOT
adsroot.itcs.umich.edu




4 h
Why Manage Users in Accounts OU?

.- ExchangeYou want to createat®wn Exchange
mailboxes (Self Serve Exchange)

. Passwordsyou want to be able to have OU Admins res
passwords for your users.

Home Directories:You want to be able to set the Hom
Directory Attribute for your users.

. User Attributes: You want to set other User Attributes f
the user.

- Group Policy:You want to set Group Policy directly on
your users.

. Group Membership:You want to add users to groups.

- /




g

™
Why Not Manage Users in Accounts O

You do not always need to move users to your Accounts
- PasswordsPasswords can be changed by the user at:

- Home Directories:Home Drives can be mapped in Lo
Scripts.

. User Attributes:Mo s t are unnecess
permission to write to them.

. Group Policy:Group Policy can be applied to the user|
Loopbac& more on this later.

- Groups: Any user in Active Directory can be added to|;
group that you create in your Organizations OU and a
permissions to.

/



https://accounts.itcs.umich.edu/kpasswd/

Multiple Affiliation Problem

. A user you want to manage may already be managed
another department and was moved to their Accounts

- You can contact that department that is currently mani
the user and see If they still need to. If not, they can re
the user to the People OU and then you can move it.

- You can choose to leave the user in the current depal
and have an agreement that the current department v
make changes you request.

- If none of the above resolve the problem, we let the us
decide who they want managing their user account.

/




Windows Central Accounts

Web Application




Move Users

- You must be logged on as a department OU Admin,
bfliyouadminl, to use the Move Users application

- You must add Affiliations for your department.

- Use the Exception procedure if the user you want to mang

not have the proper affiliations.

- Only move users if necessary to manage specific attributes

- Passwords can be changed by the user at:
https://accounts.itcs.umich.edu/kpasswd/

- Any user in Active Directory can be added to a group that |
create in your Organizations OU and assign permissions t

. Group Policy can be applied to the user with lcomobbaca
this later.

A\

(
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Windows Central Accounts
Home Page

{= U-M Windows Central Accounts Home Page - Windows Internet Explorer

@;‘ hd |g, http: ffumwinca, adsroot.itd, umich, eduf V| || X l:l P

I . - . 3
S i [gg]v[@u-m Windows Certral Ace... ['L Welcome to the SIRIUS Player ] ] C R - B - & - [heage - G Took -

University of Michigan
Windows Central Accounts
Users
s Consent for Alternate Windows Administration (U-M CoSign anthentication)

This consent form is required for individuals who are not formally affiliated with a specified U-M department or organizational unit, but nevertheless wish that
department or organizational unit to administer their U-M Windows computer and account.

s User FAQ and Documentation
This document provides some background for users of the U-M Windows Central Accounts service.
Administrators
¢ Request New Delegated OU (U-M CoSign authentication) ... Under Construction

Prospective Windows delegated OU administrators may request that a new delegated OU be provisioned for their department or organizational unit by filling out the
form on this web page.

s Move Users to-from Delegated OU

An delegated OU administrator may use this web page to move users from the People OU to their delegated OU, or from their delegated OU back to the People
OU. Only users who are propetly affiliated with the department of the delegated OU may be moved.

Manage OU Profile

Delegated OU administrators may use this web page to manage certain properties of their OU.

s Administrator FAQ and Documentation

This document provides some background for Windows administrators participating in the U-M Windows Central Accounts environment.

Done  Trusted sites F100% v
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Move Users tdrom Delegated OU

AU Si n g FS P P aS an & U-MWinduws Central Accounts - Move Users - Windows Internet Explorer

@ w v | @ https:ffumwinca, adsroot, itd, umich. edumaveusers {ftybSFE0ey ¥ 'gﬂ' Certificate Error | | ¥4 | X Pl
exam p I e. w o EEE | @ UM Windows Central Act... |'L Welcome o the SIRIUS Player | | B - B - @ - [reage - @ v
ALOg on as IIII™M  Windows Central Accounts - Move Users Dialog
H OU Administrator: fspp-ouadmind Email Address:
fsppouadmin
Delegated OU: FSPP g

Mpp | ication Ope nS to Affiliations: G Ford School of Public Policy
G. Ford Sch of Public Policy
FSPP Delegated OU.

AAffilation$or FSPP are| uvses toove
populated. File of Users:

. () Todelegated OU () To People OU Add Users to Move List (below) |
AClick on thElelp
Test Move Account User Name Comment

button for fu.II
documentation.

Move Users

Messages:

|Dene J Trusted sites 100 v




Move Users tdrom Delegated OU

AType in your email
address.

AAdd a list of users to
Users to Move

AClickAdd Users to
Move.

AYou can also supply a
text file with a list of
names.

= U-t Windows Central Accounts - Move Users - Windows Internet Explorer

& |28 | = | & u-M windows Central Acc...

|i{ Welcome ko the SIRIUS Player |

— .
@ . ™ | @] https:|fumwinca, adsroot.itd.umich,edufmoveusers{rftybSFE0ey v 'k;ﬂ' Certificate Error || ¥4 | X
w

ifh-8 &

EBEX

o[-

»
= I_-‘f Page - {f Tools -

Windows Central Accounts - Wlove Users Dialog

fspp-ouadmind Email Address:

OU Administrator:
Delegated OU:

Affiliations:

Users to Move:

File of Users:

Test Move
Remove checked
Request Exception

Move Users

Messages:

FSFP

tweilEumich. edu

5 Ford School of Public Policy
G. Ford Sch of Public Policy

nbrack, tweil, ronl, wimaeil

(5) To delegated OU () To People OU

Browse...

Add Users to Move List (below) |

Account User Name

Comment

,r" Trusked sites

#, 100%
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Move Users tdrom Delegated OU

(_ M Windows Central Accounts - Move Users - Windows Internet Explorer

ANames are processed

@ . ™ | @] https:|fumwinca, adsroot.itd.umich,edufmoveusers{rftybSFE0ey v ';;;ﬂ' Certificate Error || ¥4 | X P~
i : — >3
and resu |tS are I|Sted o | 7% (23] @ o windows Central acc... ¢ |4 Welrome tothe SIRIUS Player | | ¢ (v B = - [k page - {0 Taolks -

AA” use rS exce pt M Windows Central Accounts - Wlove Users Dialog

mickeymousere
. Delegated OU: FSPP v
found in AD. Afiaions

ACheck the box next to
mickeymoused click | .
Remove Checked File of Users:

AC' iC kTeS't M Ove (%) Todelegated O () To People OU Add Users to Move List (below) |
Account User Name Comment
button. I

mickeymouse User not found in AD

Remove checked nhrack Herlocher, Mancy
Request Exception [ [l Loveless, Ronald

il Wwiigil, Tory
Move Users

i el Wiinweeil, Tarny

O Administrator: fspp-ouadmind Email Address: tweil@umich. edu

5 Ford School of Public Policy
G. Ford Sch of Public Policy

o [ o o ] |

Messages:

J Trusted sites F100% v
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Move Users tdrom Delegated OU

AVI eW th e resu ItS /.‘ Move Users Results - Windows Internet Explorer Ni=jbd
@H - |g,https:,l’,l’umwinca.adsroot.itd.umich.edu,l’moveusers,l’(rftybsfSDev V|'§§' Certificate Error | 2| X l:l P~

AnbraCk paSSGd the teSt w *{‘:"l? |%|:|@MoveUsersResults I'LWElcometotheSIRlusplayer |_| - (5] e+ |:b Page v (CF Tools ~ ?
and can be moved. .

The following users COULD be moved, or are already moved

Aronl failed because he | .. ey Horlochr
had already been winweil Tony Winweil
moved to another QU. | Ihefollowing users COULD NOT be moved

Atweil failed because thg =,
affiliation

WARN: User ronl' not found in 'OTU=People, OU=UMICH,D C=adsroot, DC=itd, DC=umich DC=edu'.

AWInweiI haS been INFO: User 'ronl' located in
fI ag g ed aS a n eW user 'CH=ronl, OTT=Physics, DTT=L3 A, OT=Accounts, DTT=UMICH DC=adsroot, DC=itd, DiC=umuch DC=edu'.
WIthOUt affi I I a.tl O nS yet- WARN: User 'tweil' failed OT affliliation check.

Error and Message Log

We allow these new L Toch o S
users to be moved ] ITCS-Info Tech Central Srvs

AC I |C kR etu r n to INFO: Tzer wanwel' iz a new user without affiliations.
M ove Use s page ] Return to Move Users page

JDone J Trusted sites H100% v




Move Users tdrom Delegated OU

ATable iS fi I |ed Out With ﬂM Windows Central Accounts - Mowve Users - Windows Internet Explorer

@ | ¥ | & https:{fumwinca, adsroot.itd.umich. edufmaveusers{ftybSFE0ey v | kd Certificate Error | +4 | A

names and comment
that match results fro
previous screen.

Awinwell andnhbrack
can be successfully
moved.

Aronl cannot be moved
because the user is nd
longer in the People
OU. (moved to LSA
Physics)

ASelectonl and click
Remove checked.
We will not process
this user.

W 55 |+ | 8 UM windows Central Acc...

ﬂWeIcome ko the SIRIUS Playver i;fﬁ - B iy - |ir Page

m Windows Central Accounts - Wlove Users Dialog

Email Address: tweil@umich. edu

OU Administrator:
Delegated OU:

Affiliations:

Users to Move:

File of Users:

Test Move
Remove checked
Request Exception

Move Users

Messages:

fspp-ouadmind

FSFP

5 Ford School of Public Policy
G. Ford Sch of Public Policy

Browse...

Add Users to Move List (below) |

Account User Name Comment

i el Wiinweeil, Tarny A-QK: new user, no affiliations n
nhrack Herlocher, Mancy A-OK: user can be moved n
Twveil Wieil, Tony FAIL: user affiliations mismatch n
ronl Loveless, Ronald FAIL: user not found in source QL ﬁ{

,r" Trusked sites

00w v
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Requesting an Exception

- - ﬂ‘ U-K4 Windows Central Accounts - Move Users - Windows Internet Explorer.
AFortweil , we will g

@ . ™ | @] https:|fumwinca, adsroot.itd.umich,edufmoveusers{rftybSFE0ey v ';;;ﬂ' Certificate Error || ¥4 | X P~
i : — >3
re q u eSt an exce ptl on |« « (23 |+ | # Ut windows Central Acc... * |4 Welcame to the SIRIUS Player || @ (- ED - dh - [k Page - {0 Taolks -

an aSk the user fOI’ ‘Windows Ceniral Accounts - Move Users Dialog

permission OU Administrator: fspp-ouadmind Email Address: |tweil@umich. edu

ACheck the box for
twell .

AClickRequest e
Exce pti O n . File of Users:

Add Users to Move List (below) |
Add users ko User Move List
Test Move Account User Name Comment
wirtweil Winweil, Tany A-OK: new user, no afiiliations n
Remove checked
Request Exception
Move Users twveil wieil, Tony FAIL: user affiliations mismatch

Messages:

Delegated OU: FSPP v

Affiliations: G Ford School of Public Policy
G. Ford Sch of Public Policy

nbrack Herlacher, Mancy A-QK: user can be moved n

MOYEUSErS, aspx ,r" Trusked sites H100% <




Requesting an Exception

Atweil has been
removed from the list.

AA message indicates
the move is pending
approval from the usel

= U-M Windows Central Accounts - Move Users - Windows Internet Explorer E][E|E|
<1 | ¥ | @] https:|fumwinca, adsroot.itd.umich, edu/maveusers {ftybSFE0ey v 'k;ﬂ' Certificate Error || ¥4 | X P~
i : — o

W |BB |~ | & UM Windows Cenitral Acc... > | welcome o the SIRIUS Player || B-8 o= v |k Page » (O Tooks -

m Windows Central Accounts - Wlove Users Dialog HELP

O Administrator: fspp-ouadmind Email Address: tweil@umich. edu

Delegated OU: FSPP v

Affiliations: G Ford School of Public Policy

G. Ford Sch of Public Policy

Users to Move:

File of Users:

Add Users to Move List (below) |

Test Move Account User Name Comment
wirtweil Winweil, Tany A-OK: new user, no afiiliations n
Remove checked
Request Exception
nbrack Herlacher, Mancy A-QK: user can be moved n

Move Users

Messages:

INF2: User 'tweil' added to Exception List; move pending user approval.

J Trusted sites F100% v




Requesting an Exception

AThe following email was sent to
tweil asking permission t o allow the user to be moved.

AThe user needs to click on the link in the email

Subject: Request for Alternate Windows Administration of Windows account 'donajean’

Dear Windows user,

A U-M windows administrator who is responsible for the administration of the 'FSPP' organizational unit (0OU) has
requested that your U-M Windows account, "twell', be mowved to the FSPP OU. This type of request is typically made to
improve serwlice to U-M users that are working in, or affiliated with, a U-M department.

Our current records from the U-M Directory indicate that wou are not officlally affiliated with the 'Ford School of
Public Policy' organization. In this case, we need your specific approwal to mowve your Windows account to the FSPP
ou. Agreeing to this request will allow the requesting department to manage Windows password changes and other
settings for your account that are used on campus Windows networks. Please contact your administrateor at , or
w2ksupportgumich.edu for further information.

You can accept the request for Alternate Windows Administration by visiting the following web page, and entering the
"I Accept’ button. ¥You will be prompted to enter your U-M unigname and password to identify yourself before the

Alternate Windows Administration web page appears.

https:/fumwinca.adsroot.itcs.umich.edufwinconsent /winconsent.aspx

Sincerely,
The U-M Windows Central Accounts team

| » [EF0

4




Requesting an Exception

AThe user needs to
authenticate with their
U-M Kerberos
credentials.

ANhen the user clicks
thel Agree button,
the user is moved to
the FSPP OU.

{Z Consent Form for, Alternate Windows AdministrationConsent Form for Alternate Windows Administrat - Windo... E|E|El

W & (g3]-

(& Consent Form For Alesrna... |ﬁ, Welcome ko the SIRIUS Player | |

@.\— ¥~ |g,https:,l’,l’umwinca.adsroot.itd.umich.edu,l’winconsent,l’(FDnIaheker V|'@' Certificate Error | 2| X l:l P~

- >
- B M= v |2hpage - 0 Tooks -

Consent Form for Alternate Windows Administration

A recuest has been made by the department or unit listed below to manage your
Active Directory Windows account. The requesting departtent is not listed as an
affiliation in your T Online Directory entry. Agreeing to this request will allow the
recuesting department to manage Windows password changes and other settings
for your account that are used on campus Windows networles. In the future, if one
of your affiiated departments wants to manage your Windows account, you may
need to choose which department will manage your account. Agreeing to this
request does not give the requesting department the abiity to change your TT-14
Eerberos password, nor does it prevent yvou from using computers at Libraries or
Campus Computing Sites. Please contact your admimtstrator or
wzlksuppert@umich edu for further information.

Requestor's U-I unigname  tweil

Requestor's Name Anthony L Wedl
Regquesting Department Gerald B Ford School of Public Policy
Current Affiliations

Info Tech Central Services
[TCS-Info Tech Central Sres

Tou can indicate wour acceptance for Alternate Windows Administration
agreement, as detaled above, by pressing the "T Agree" button below.
Alternatively, if vou do not wish to participate at this time, just press the "Cancel”
button. If you do decide to accept, both you and your Windows Administrator will
recetve an email confirmation.

|Done

J Trusted sites H100%




Requesting an Exception

ATh e User WI ” rece |Ve @~ UMWiInCh - Move Complete - Windows Internet Explorer, |:||E|[X|
CO nfi rm ati O n th at th e @ .\t_:-; - |g, https: ffumwinca, adsroot.itd.umich, edufwinconsent f{gazwann3p ¥ | @ Certificate Error | 4| X l:l R

¢ @ (23] | @umwincs - Mave Complete ¢ [$h, Welcome to the SIRIIS Player | 2~ Bl ® v [ihPage + (FTodk »
user account has beer 2 [ =
moved.

U-M Windows Central Accounts
Request Approved and Move Completed

Tour request to for Alternate Windows Administration has been approved, and your 'tweill' Windows account has been
moved to the FSPP' Organizational Tt (0T,

To exit, either close your browser, or preas the link below to return to the T-I Windows Central Accounts home page.

Return to U-M Windows Central Accounts home page

&) Microsoft .. | (@3 Miros... - | ¥W2Remot.. - /O UMwinca.. | [ ActiveDir,




Move Users tdrom Delegated OU

AFO rth e re mai n i n g ndows Central Accounts - Move Users - Windows Internet Explorer |
fra= = =
Q.\-— I |g, https:f fumwinca, adsroot, itd, umich, edufmoveusersf{frybSFE0ew + '@' Certificate Error | 2| X l:l P~
»

u Se r&l I C kM Ove {:? ﬁ'ﬁ %]:[ @ U-M Windows Central Acc... ]ﬁ, ‘welcome o the SIRIUS Player l_l & T D - I ._",’ Page - '9’ Tools -
U sers BTN Windows Central Accounts - Move Users Dialog

O Administrator: fspp-ouadmind Email Address: |twei|@umich.edu |
Delegated OT: |FSF‘F‘ v|
Affiliations: G Ford School of Public Policy

G. Ford Sch of Public Policy

Users to Move: | |

File of Users: | |[ Browse... ]

Add Users to Move List (below) |
Mowve list of users TO the delegated OU, or FROM the

delegated U, After running Test Move', this choice will be
Test Move Account u greved out, ’
i el TeEll, Tary AR New USEr, no amnatons n
Remove checked

Request Exception
nbrack Herlacher, Mancy A-QK: user can be moved n
Move Users

Messages:

INF2: User 'tweil' added to Exception List; move pending user approval.

J Trusted sites H00% v
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Move Users tdrom Delegated OU

AYou will receive a
confirmation that the
users were moved.

AClick on link to return
to menu. Do not click
browseback button.

™




