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What is the Michigan Way?

·19 Schools and Colleges with the same football team.

·Administrators want control over their own IT resources.

·We are smarter than everyone else so we should do it 

differently.

·8th layer of the OSI model ðPolitics.



Whatõs in a Name?

·What is the DNS name of the Active Directory Forest?

·adsroot.itcs.umich.edu

·Why?

·8th layer of the OSI model ðPolitics.

·Why not umich.edu?

·Already an MIT Kerberos realm with that name.

·Why not ad.umich.edu?

·No services allowed at DNS root ðPolitics.
This decision has since been reversed.

·What is the NetBIOS name of the Forest?

·UMROOT



UMROOT Forest Design

UMICH.EDU

ENGIN

ad.engin.umich.edu

UMROOT

adsroot.itcs.umich.edu
UMICH

ads.itcs.umich.edu

HOUSING

housing.adsroot.itcs.umich.edu

LSA

lsa.adsroot.itcs.umich.edu

BUS

bus.ads.itcs.umich.edu



UMROOT Domain



Active Directory Users and Computers



People OU

ÅReal time and daily feed 

from UMOD to People

OU.

ÅUMOD feed includes all 

U-M Faculty, Staff,

Students, Alumni, etc.

ÅOnly ITCS Admins can 

administer People OU. This

limits the usefulness of

these accounts.

adsroot.itcs.umich.edu

UMROOT

People OU

UMOD

Feed

300K users



Pass-thru Authentication

ÅOne way trust between

UMROOT and UMICH.EDU

Kerberos Realm.

ÅUniqnamesin both UMROOT

and UMICH.EDU Kerberos.

ÅUser can log on to UMROOT

workstation with UMICH.EDU 

Kerberos credentials instead of 

UMROOT credentials.

ÅUser receives Kerberos tickets 

to both UMROOT and                 

UMICH.EDU Kerberos realm.                                 
adsroot.itcs.umich.edu

UMROOT

People OU

UMOD

Feed

300K users

UMICH.EDU

Kerberos

uniqname

uniqname



Pass-thru Authentication

ÅThis is used mostly for 

CampusComputingSites 

logons, but some other 

units are using it.

ÅRequires special registry 

key to be set on domain 

joined workstations.

adsroot.itcs.umich.edu

UMROOT

People OU

UMOD

Feed

300K users

UMICH.EDU

Kerberos

uniqname

uniqname



Organizations OU
ÅEach department/unit has 

their own fully delegated 

Organizations OU. 

ÅAny type of object can be 

created, users, groups, 

computers, etc.

ÅNaming convention requires a 

department prefix, i.e.  dept-

user1, dept-computer1, etc.

ÅUniqnames cannot be used 

without department prefix, 

dept-uniqname.

People OU

Organizations 

OU

adsroot.itcs.umich.edu

UMROOT

Dept1

Dept2



Accounts OUÅEach department/unit has their 

Accounts OU at the same level as 
the Organizations OU with the 
same department structure.

ÅUniqname users can be moved 
from the People OU to their 
departmental/unit Accounts OU 
where they can be administered by 
department. 

ÅMoves done by department/unit 
using a web application called 
òWindows Central Accountsó 
https://umwinca.adsroot.itcs.umi
ch.edu

People OU

Organizations 

OU

adsroot.itcs.umich.edu

UMROOT

Accounts OU

Dept1

Dept2

https://umwinca.adsroot.itcs.umich.edu/
https://umwinca.adsroot.itcs.umich.edu/


Accounts OU
ÅPermissions in Accounts OU are 

less than the full permissions 

granted in the Organizations OU. 

Cannot disable accounts, change 

logon names, restrict workstation 

or hours, etc. 

ÅOwnership of uniqnameaccounts 

is determined by Affiliation data 

from UMOD. 

People OU

Organizations 

OU

adsroot.itcs.umich.edu

UMROOT

Accounts OU

Dept1

Dept2



Why Manage Users in Accounts OU?

·Exchange:You want to create createown Exchange 

mailboxes (Self Serve Exchange)

·Passwords:You want to be able to have OU Admins reset 

passwords for your users.

·Home Directories: You want to be able to set the Home 

Directory Attribute for your users.

·User Attributes: You want to set other User Attributes for 

the user.

·Group Policy: You want to set Group Policy directly on 

your users.

·Group Membership: You want to add users to groups.



Why Not Manage Users in Accounts OU?

You do not always need to move users to your Accounts OU:

·Passwords: Passwords can be changed by the user at: 
https://accounts.itcs.umich.edu/kpasswd/

·Home Directories: Home Drives can be mapped in Logon 
Scripts.

·User Attributes: Most are unnecessary or you donõt have 
permission to write to them.

·Group Policy: Group Policy can be applied to the user with 
Loopback ðmore on this later.

·Groups:  Any user in Active Directory can be added to a 
group that you create in your Organizations OU and assign 
permissions to.

https://accounts.itcs.umich.edu/kpasswd/


Multiple Affiliation Problem

·A user you want to manage may already be managed by 

another department and was moved to their Accounts OU.

·You can contact that department that is currently managing 

the user and see if they still need to. If not, they can release 

the user to the People OU and then you can move it.

·You can choose to leave the user in the current department 

and have an agreement that the current department will 

make changes you request.

·If none of the above resolve the problem, we let the user 

decide who they want managing their user account.



Windows Central Accounts

Web Application



Move Users
·You must be logged on as a department OU Admin, 

bfly-ouadmin1, to use the Move Users application

·You must add Affiliations for your department.

·Use the Exception procedure if the user you want to manage does 
not have the proper affiliations.

·Only move users if necessary to manage specific attributes.

·Passwords can be changed by the user at: 
https://accounts.itcs.umich.edu/kpasswd/

·Any user in Active Directory can be added to a group that you 
create in your Organizations OU and assign permissions to.

·Group Policy can be applied to the user with Loopback ðmore on 
this later.



Windows Central Accounts

Home Page



Move Users to-from Delegated OU

ÅUsing FSPP as an

example.

ÅLogon as  

fspp-ouadmin

ÅApplication opens to 

FSPP Delegated OU.

ÅAffilationsfor FSPP are

populated.

ÅClick on the Help

button for full

documentation.



Move Users to-from Delegated OU

ÅType in your email

address. 

ÅAdd a list of users to

Users to Move.

ÅClick Add Users to

Move.

ÅYou can also supply a

text file with a list of

names.



Move Users to-from Delegated OU

ÅNames are processed

and results are listed.

ÅAll users except

mickeymousewere

found in AD.

ÅCheck the box next to

mickeymouseand click

Remove Checked.

ÅClick Test Move

button.



Move Users to-from Delegated OU

ÅView the results.

Ånbrack passed the test
and can be moved.

Åronl failed because he
had already been
moved to another OU.

Åtweil failed because the
affiliations donõt
match.

Åwinweil has been
flagged as a new user
without affiliations yet. 
We allow these new
users to be moved.

ÅClick Return to
Move Users page.



Move Users to-from Delegated OU

ÅTable is filled out with
names and comments
that match results from
previous screen.

Åwinweil and nbrack
can be successfully 
moved.

Åronl cannot be moved
because the user is no
longer in the People
OU. (moved to LSA
Physics)

ÅSelect  ronl and click
Remove checked.
We will not process 
this user.



Requesting an Exception

ÅFor tweil , we will

request an exception

an ask the user for

permission.

ÅCheck the box for

tweil .

ÅClick Request

Exception.



Requesting an Exception

Åtweil has been 

removed from the list. 

ÅA message indicates 

the move is pending

approval from the user.



Requesting an Exception
ÅThe following email was sent to

tweil asking permission t o allow the user to be moved.

ÅThe user needs to click on the link in the email



Requesting an Exception

ÅThe user needs to

authenticate with their

U-M Kerberos 

credentials.

ÅWhen the user clicks

the I Agreebutton,

the user is moved to

the FSPP OU.



Requesting an Exception

ÅThe user will receive a

confirmation that the

user account has been

moved.



Move Users to-from Delegated OU

ÅFor the remaining

users, click Move

Users.



Move Users to-from Delegated OU

ÅYou will receive a 

confirmation that the 

users were moved. 

ÅClick on link to return

to menu. Do not click

browser back button.


